Summa Health System

INFORMATION CONFIDENTIALITY & SECURITY AGREEMENT

This Information Confidentiality and Security Agreement (the “Agreement”) is entered into by and between Summa Health System, hereinafter referred to as the “HOSPITAL” and      , hereinafter referred to as the “WORKFORCE MEMBER”.  Workforce means employees, volunteers, trainees, and other persons whose conduct, in the performance of work for a covered entity, is under the direct control of such entity, whether or not they are paid by the covered entity.
HOSPITAL shall provide access to HOSPITAL’s confidential information, including, but not limited to, protected health information, financial information, business methods and practices, business and marketing plans, intellectual property, computer systems, patient and employee information, telephone systems and other electronic and paper systems (“Confidential Information”).  To ensure Confidential Information integrity, security, and confidentiality WORKFORCE MEMBER hereby agrees to the following:

1.
Confidential Information regarding an individual patient’s health, treatment, or payment for health care is protected by both Federal and State regulations.  Severe penalties can be imposed on WORKFORCE MEMBER and on HOSPITAL if he/she fails to protect against the release of any Confidential Information that may be disclosed intentionally or unintentionally during his/her employment or association with HOSPITAL.
  2.
WORKFORCE MEMBER will not disclose Confidential Information except as directly required to carry out the purpose of his/her employment or association with HOSPITAL.  WORKFORCE MEMBER will not seek more than the minimum amount of Confidential Information necessary to carry out the purpose of his/her employment or association with HOSPITAL.  WORKFORCE MEMBER will not carry notes, lists, records or other Confidential Information in any form away from HOSPITAL without specific permission.  A breach of confidentiality will occur if  WORKFORCE MEMBER  releases Confidential Information for patients he/she may personally know.  Any Confidential Information acquired as part of the WORKFORCE MEMBER’S  HOSPITAL employment or association is not to be repeated to family, friends or family members of the patient.  
3.
WORKFORCE MEMBER will not violate ethical rules of behavior or Hospital policies, including, but not limited to, HOSPITAL’s policies on Release of Patient Information, Patient Rights, Information Access/Control and other policies which protect Confidential Information.  
4..
WORKFORCE MEMBER is responsible for his/her security code, authorization code, electronic signature, or other Password, if assigned (“Password”).  WORKFORCE MEMBER understands that his/her Password is the equivalent of his/her signature.  The WORKFORCE MEMBER shall be responsible for all work done under this Password.  WORKFORCE MEMBER will not disclose his/her Password to anyone nor will the WORKFORCE MEMBER attempt to learn another WORKFORCE MEMBER’s Password or   WORKFORCE MEMBER will not write down or store Password in an unsecured location, transmit the Password online, particularly by email, or any other practice that would put availability, accuracy, or confidentiality of Hospital’s data, media, or equipment at risk.  The WORKFORCE MEMBER will not share computer Passwords with anyone by permitting others to use the computer on their log-on.

5.
WORKFORCE MEMBER will notify his/her immediate supervisor to arrange for a Password change if he/she has a reason to believe the confidentiality of his/her Password has been compromised.

6.
WORKFORCE MEMBER will adhere to HOSPITAL policies regarding installation, copying and use of HOSPITAL owned computer software.  Specifically, installation of unlicensed computer software on HOSPITAL owned equipment is prohibited by U.S. copyright laws, and may involve civil and criminal penalties.

7. WORKFORCE MEMBER understands that any violation of this Agreement is a violation of HOSPITAL policy and will result in disciplinary action.  The WORKFORCE MEMBER’S signature below also acknowledges that they have been instructed and they understand their duty and responsibility to maintain the confidentiality and security, both now and in the future, of any Confidential Information acquired at HOSPITAL.

8. The obligation to protect against the release of Confidential Information which WORKFORCE MEMBER has agreed to in this Agreement shall survive the termination of the WORKFORCE MEMBER’s employment or association with HOSPITAL.  Upon termination of WORKFORCE MEMBER’s employment or association with HOSPITAL, WORKFORCE MEMBER shall return to HOSPITAL, without making or retaining copies thereof, all documents, records, notebooks, computer disks or similar repositories containing Confidential Information.
9. This agreement shall be governed by and interpreted in accordance with the laws of the State of Ohio, without regard to its conflict of law principles thereof.

IN WITNESS WHEREOF, the WORKFORCE MEMBER has signed this agreement as of this date,       in the capacity set forth under his/her signature and acknowledges receiving a copy of this agreement.
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