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Summa Health System maintains a connection to the Internet which provides authorized users access to various Internet services.  Under the Summa policy on Internet Use, Administrative Policy, Section II, Page 9.1, every user of Summa’s Internet connection must review and sign an Internet Agreement which provides details on acceptable use and monitoring.  Every Summa Internet user has the responsibility to respect and protect the rights of every user on the Internet.  Summa Internet users are expected to act in a responsible, ethical, and legal manner, in accordance with Summa’s policies, the missions and purposes of the other networks they use on the Internet, and the laws of the states and the United States.

Internet Use and Acceptable Use.  Acceptable use of Summa’s Internet connection supports job-related activities and job-related research.  Individual logins and passwords are required to use Summa’s Internet connection.  Summa Internet users are responsible for their actions and activity within their accounts.  All activity is logged under the name of the user who initiated the login.  Your login and password are confidential.  If you fail to logout and another user accesses the Internet using your login, that activity is recorded under your name.  You are responsible for ensuring you logout and do not walk away from your computer without logging out.  There is no automatic mechanism in use to force logouts from internet access after periods of inactivity.

Unacceptable use of Internet access will result in revoking privileges and\or disciplinary action.  Acceptable use of Summa’s Internet connection supports job-related activities and job-related research.  Any other use is categorized as unacceptable use.

Some examples of unacceptable use include, but are not limited, to the following:

1.
Invading the privacy of individuals, including patients and employees of Summa.

2.
Using Summa equipment, functions, or services for non-business related activities.

3.
Using Summa equipment or services for personal financial or commercial gain.

4.
Using Summa equipment or services for any illegal activity including plagiarism and violation of copyrights or contracts.

5.
Accessing non-business related web sites.

6.
Willful intent to degrade or disrupt equipment, software, or system performance.

7.
Vandalizing the data or information of another user.

8.
Gaining unauthorized access to resources or information.

9.
Masquerading as or using an account owned by another user.

10.
Posting anonymous messages or mail for malicious intent.

11.
Posting another employee’s personal communication or mail without the original author’s consent; this excludes normal business email forwarding.

12.
Downloading, storing, printing, or displaying files or messages that are profane, obscene, or that use language or graphics which offends or tends to degrade others.

13.
Transmitting Summa confidential data, including protected health information, using the Internet or electronic mail.

14.
Loading software obtained from outside Summa standard procurement channels onto a Summa system without proper testing and approval by IT.

15.
Initiating or forwarding electronic chain mail.

16.
Any activity that violates Summa's policies.

17.
Posting messages (Blogs) to personal blog sites or contributing to other blog sites, using Summa Health System computer equipment/time. If/when blogging outside of  work environment the employees must uphold Summa Health System’s values of respect for the individuals and avoid making discriminatory, defamatory, libelous or slanderous statements about Summa Health System, its’ employees, patients, clients, partners, affiliates and others including competitors. Blogs should not be used as a vehicle for personal attacks.

Internet Security and Monitoring.  There are many legal and security issues that require the Summa Health System’s Internet connection to be monitored.  Some of those issues include Summa’s liability for activity originating from Summa, such as harassing emails, or various kinds of fraudulent activity; ensuring that Summa’s internet connection is used for business activities due to the cost of various connection levels and service levels; and ensuring availability and maintenance of service levels for business purposes.
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Internet Logging.  All internet activity is logged.  The logging includes name of user and information on each web site or page accessed.  Internet use activity logs are reviewed regularly.  Reports of activity are provided to requesting managers.  Those individuals who are using Summa’s Internet connection inappropriately will have their Internet access suspended.  For Summa Health System employees, additional disciplinary action, up to and including discharge, is possible, depending on the nature of the violation.

Protected Health Information (patient-specific information) MAY NOT be transmitted via the Internet.  Exceptions to this policy are applications that have been specifically approved by Summa’s Information Security Officer and Information Technology management after review of security features of the application.

Electronic Mail.  Summa maintains a separate electronic mail system for business use.  The use of Summa’s internet connection for electronic mail is NOT permitted.  This means you may not access personal email accounts via Summa’s internet connection using a web browser or other application.  Internet mail accessed in this manner may bypass anti-virus and malicious code detection systems and cause significant disruption, damage and costs to repair affected systems.

AGREEMENT

I have read the Summa Internet Agreement and agree to abide by its provisions.  I further understand that Summa Health System monitors Internet activity and usage, and will review and take appropriate action if violations of the agreement occur.  I understand that existing Summa Health System Administration and Human Resource Policies regarding confidentiality and employee conduct apply to Internet access.

SIGNATURE
 _______________________________________
DATE  ____________________________

PRINTED NAME  _____________________________________       EMPLOYEE # _____________________
DEPARTMENT  ______________________________________

( Employee
( Resident
( Attending
( Non-employee/Consultant

